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1. Introduction. The Departnment of the Navy (DON) |nformation
Systens Security (INFOSEC) Program is assigned to conply wth,
Department of Defense (DOD), and DON |NFOSEC policies per
references (a) through (c). The Naval Reserve Information System
O fice (NAVRESI NFOSYSOFF) | NFOSEC Program is driven by a need to
reduce the risk to system resources by identifying their

vul nerabilities to specific threats and applying security
neasures to prevent or reduce the inpact on system assets from

t hreat occurrences. NAVRESI NFOSYSOFF' s | NFOSEC Program i s
directed to ensure that information is protected from

unaut hori zed disclosure, denial of service, destruction, and
nmodi fi cation.

2. Scope. The information contained in this docurment applies to
al I NAVRESI NFOSYSOFF Local Area Network (LAN) and Information

Systenms (1Ss) users including all mlitary, civilian and
contractor personnel. This instruction is to define the |aws,
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rules, significant directives, policies and practices that wll
govern NAVRESI NFOSYSOFF' s | NFOSEC Program and will set guidance
for NAVRESI NFOSYSOFF' s aut hori zed users. For the purpose of this
docunent, 1S resources will include all conputer systens,

m croconput ers, notebooks, |aptops etc., and any workstations
under NAVRESI NFOSYSCOFF cogni zance.

3. Background. Chartered by the Commander, Naval Reserve Force
( COWNAVRESFOR), NAVRESI NFOSYSCFF is an Echelon Il comand
responsi ble for the devel opnent, acquisition, inplenmentation,

mai nt enance, and operation of |Ss. The Director of

NAVRESI NFOSYSOFF i s dual -hatted as the COWAVRESFOR Fl ag Speci al
Assistant for ISs serving as principal advisor and directs all
matters related to the devel opnent, acquisition, inplenentation,
and operation of Naval Reserve, DOD and Navy I Ss.

4. Discussion. Policies are the primary building blocks for all

| NFOSEC efforts. In order to be successful, a set of policies
must be inplenmented which establishes both direction and
managenent support. The nunber one key to I NFOSEC success is the
i nvol vement and support at all l|evels of nmanagenent.

4.1. The Designated Approving Authority (DAA) decides if an IS,
network or conputer resource nmay operate per references (a)

t hrough (c). Perm ssion to operate is granted when the DAA
determnes that an IS operates at an acceptable |evel of risk.

a. The Director of NAVRESI NFOSYSOFF is the DAA who is
responsi ble for ensuring conpliance with the DON | NFOSEC Program

4.2. NAVRESI NFOSYSOFF' s Informati on System Security Managers
(1SSMs) and the I NFOSEC security staff consisting of Information
System Security Oficers (1SSCs) and the Network Security Oficer
(NSO have been identified per references (d) through (Q). The

| NFOSEC staff is further identified bel ow

a. NAVRESI NFOSYSOFF | SSMs functions as the activity' s focal
poi nt and principal advisor for INFOSEC matters on behal f of the
DAA. The I1SSMs report to the DAA and inplenent the overall
| NFOSEC program as approved by the DAA

b. The |SSCs acts on behalf of the 1SSMs to ensure
conpliance with the I NFOSEC procedures within their area of
responsibility at their operation sites or facilities.

¢c. The NSO acts on behalf of the ISSMs to inplenent the
network security policy of the activity across all data networks
and the activity under the NSO s authority.
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5. Internet Policy. The current explosive growh of the

Internet and the “Information Superhi ghway” creates a rapidly-
changi ng situation where boundaries between appropriate and

i nappropriate uses can be blurred. Some institutions have | ost
stature due to widely-circulated reports of clearly inappropriate
activities being conducted on their conputer systens and/or
repeated break—ins resulting in conprom se of their information
resour ces. This situation requires that NAVRESI NFOSYSOFF
establish clear and explicit policy on appropriate and acceptable
uses of its 1Ss per references (h) through (j).

a. In consideration of its primary m ssion, NAVRESI NFOSYSOFF
aut hori zes use of its IS resources for all purposes reasonably
related to acconplishing its mssion; intellectual inquiry
i ntended to expand know edge of current technology and keep
abreast of technol ogical innovations which may be of use to
current or future custoners; to comunicate electronically with
customers, support contractors, vendors and other agencies with
whom t he command has an association, so |ong as that
communi cation is for official purposes. NAVRESI NFOSYSOFF st af f
and contractors are encouraged to make nmaxi num utilization of
these resources to increase their professional know edge, skills,
and ability to contribute to m ssion acconplishment and
identifying and inplenmenting cost—effective and/or nore efficient
ways of perform ng assigned tasks.

b. NAVRESI NFOSYSOFF restricts those uses of its IS resources
that are clearly inappropriate in a taxpayer—-supported agency, or
which are inconsistent with the professional standards expected
of its staff and contractors. In any instance involving a
question as to whether a specific action or conduct is or was
appropriate, the primary consideration should be whether such
action or conduct would be consistent with that expected of
professional mlitary nmenbers and public servants, who realize
that their actions reflect not only on thensel ves, but on
NAVRESI NFOSYSOFF, the Navy, and DCOD as wel .

C. Use of command |S resources and network connections
constitutes express consent by the user to monitoring, recording,
auditing for the purposes of ensuring the systenms and networks
are functioning properly, protecting against unauthorized access
or use, ensuring the confidentiality and integrity of data and
information resident on the systenms and” networks, and ensuring
that any software used conplies with copyright agreenments per
references k and |. Users have no expectation of privacy when
using command |S resources or public switched network (i.e.
Internet, FTS-2000, etc.).
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5.1. Specific Restrictions and Linmtations.

a. There are certain activities not in keeping with the
NAVRESI NFOSYSOFF mission or its status as a Navy activity that
they are expressly prohibited on all NAVRESI NFOSYSOFF systens or
t hose systens owned by custonmers or contractors that are operated
on behal f of NAVRESI NFOSYSOFF.  These are:

(1) Illegal, fraudulent, or nalicious activities, partisan
political activity, political or religious |obbying, activities
on behal f of organizations having no affiliation with
NAVRESI NFOSYSOFF. Action which intentionally cause damage to
equi pnent or introduction of viruses are included in this
cat egory.

(2) Activities for the purposes of personal or conmercia
financial gain not in support of NAVRESI NFOSYSOFF or its m ssion.
This includes chain letters, solicitation of business or
services, sales of personal property, resunmes and other forns of
enpl oyment applications, etc. not in support of NAVRESI NFOSYSOFF
or its mssion.

(3) Storing, processing, or displaying offensive,
di srespectful or obscene material, such as pornography and ot her
sexual ly explicit material, “hate literature”, etc.

(4) Storing or processing classified information on any
system not explicitly approved for classified processing.

(5) Annoying or harassing another individual, i.e. by
sending uninvited e-mail of a personal nature or by using |lewd or
of f ensi ve | anguage.

(6) Using another individual’s account or identity w thout
their explicit permssion, i.e. by foreging e-nail, |o0gging onto
a system network using their identification and password,
cracki ng other users’ passwords, etc.

(7) Viewi ng, danmaging, or deleting other users’ files or
conmmuni cations w thout appropriate authorization or perm ssion.

(8) Attenpting to circunvent or defeat security or
auditing systens, wthout prior authorization from the command
| SSMs and other than as part of legitinmate system test or
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security search. This includes renmoving or tampering with virus
checking capabilities as configured by Network Admnistrators,
| SSMs, 1SSCs and NSO without prior approval or acceptance.

(9) Obtaining, installing, storing, or using software
obtained in violation of the appropriate vendor’s |icense
agreenent (i.e. activities that are commonly called “piracy”).

(10) Installing legal copies of software expressly
prohibited by the Director or by other conpetent higher
authority, w thout prior permission. Any software purchased by
an enpl oyee nmust conply with the software |icense and
regi stration agreement and be docunented with the Command
Sof t ware Manager . This applies to public donain, custoner—-owned,
per sonal | y—-owned, governnent-owned, and shareware software. The
Director’s approval is assumed on all software procured by the
command regardl ess of the funding source.

(11) Electronically transmtting classified or sensitive
information to unauthorized recipients.

(12) NAVRESI NFOSYSOFF networks shall not be used to
transmt any conmmunication where the meaning of the nessage, or
its transmission or distribution, would violate any policy,
applicable law or regulation that would likely be highly
offensive to the recipient or recipients thereof.

bh. There are certain other activities which are not
absol utely prohibited, but are alnost always inappropriate.
I ndi vi dual s engagi ng in such conduct may reasonably expect to be
asked to justify their activities, and if reasonable
justification does not exist, may find their judgenent and/or
prof essi onal standards seriously questioned. Exanpl es of such
general ly inappropriate activities are:

(1) Use of NAVRESI NFOSYSOFF systens that, in the judgnent
of the responsible system adm nistrator, seriously interfere with
other legitimte uses or users. Exanples may include "hoggi ng"
systenms or actions which cause excessive network slowdowns,
excessive large file transfers, excessive personal e-nail,
exessive storage of large (i.e. multi—-nedia) non-m ssion related
files, etc.

(2) Storing files or material which could reasonably be
used for illegal or fraudul ent purposes.

c. Users who participate from NAVRESI NFOSYSOFF systens in
news groups, bulletin boards, discussion lists, etc. should

5
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generally limt such participation to foruns related to their own
prof essi onal expertise or assigned projects and should ensure
their contributions are restrained, professional, objective and
clearly identified as personal opinions, not official

NAVRESI NFOSYSOFF, DON, or DOD poli cies.

5.2. Firewall. Per reference (h) all Navy ISs with servers

(i ncluding web servers) which are connected to unclassified
publicly accessible conputer networks such as the Internet, wll
enpl oy appropriate security safeguards (such as a firewall) as
necessary to ensure the integrity, authenticity, privacy and
availability of a coimmand’s IS and its data. A firewall that

is properly installed, configured, and naintained can be expected
to performreliably in accordance with the policies, rules,

access lists and authorization criteria that have been
established and set up for its effective operation

5.3. WebPage Access. WhbPages provide the public with user—
friendly graphics-based multi-nedia access to information on the
Internet, and is the nost popular means for accessing, storing
and linking Internet—-based information in practically any fornat.
Informati on placed on any NAVRESI NFOSYSOFF WebPage shal |l be

uncl assified, and have a clearly defined purpose related to the
m ssion of the organization per reference (j) and should strive
to be accurate and as current as possible.

6. E-Mil Policy. El ectronic Mail provides an effective way to
pass and chronicle inter- and intra-organizationa

conmuni cat i ons. This policy clearly describes NAVRESI NFOSYSOFF
command gui delines regarding access to and the disclosure of
nessages sent or received by enployees while using the command’ s
E-mai| system per references (h) through (i). Al

NAVRESI NFOSYSOFF' s personnel shall not use an E-Mail account
assigned to another individual to either send or receive nessages
(except as authorized by the account owner or by authorized

hi gher authority). The intent of this policy is to reinforce the
notion that each user should have their own E-nmail account, and
that users should not share these accounts per references (h)

through (i).

a. Managenent’s Right to Access |nformation. The E- mai
system has been installed by NAVRESI NFOSYSOFF to facilitate
command conmmuni cations. Al though each’ enployee has an individua
password to access thissystem the contents of any E-mail is
accessible at all times by NAVRESI NFOSYSOFF for any officia
command pur pose. The conmmand does reserve the right to inspect,
copy, store, and disclose the contents of E-nmail nessages at any
time. However, it will do so only when it believes it is

b
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appropriate to prevent or correct inproper use, satisfy a |egal
obligation, or ensure proper operation of the E-Mail facilities
per references (h) and (i).

(1) The E-mail system may be subject to periodic
unannounced inspections, and should be treated |like other shared
filing systens. Al system passwords and encryption keys nust be
avai l able to comand managenent. Installation of encryption
prograns or encrypted files will not be used w thout first
provi di ng such appropriate keys to the | SSM5. Copies of all
keys will be kept under restricted access and be utilized for
energency or legitimate purposes at the direction of the
Departnent Director or by conpetent higher authority. Al E-Mail
nessages are conmand records, contents properly obtained for
| egiti mate business purposes nmay be disclosed within the command
wi t hout your perm ssion. Therefore, you should not assune that
nessages are private. Back-up copies of E-mail are regularly
conpl eted, maintained and referenced for official and |egal

reasons.

(2) When necessary for the nmintenance of a system or
network, system adm nistrators nmay restrict availability of
shared resources. It may al so be necessary to access a user’s
files to resolve or followup on reported probl ens.

b. Personal Use of E-mail. Some reasonabl e personal use IS
may be aut hori zed. Exanpl es of authorized personal use include
reasonabl e conmmunications by civilian, mlitary and contract
personnel while traveling on U S. Governnent business to notify
famly nenbers of official transportation or schedul e changes.
They al so include personal conmunications from the enpl oyee’s
wor kpl ace that are reasonably nade while at work, such as
checking in with spouse or mnor children, scheduling doctor
auto, or hone repair appointnents, brief Internet searches, etc.

(1) NAVRESI NFOSYSOFF provides the E-mail system to assist
you in the perfornmance of the conmand’s m ssion. | nci dental and
occasi onal personal use of E-nmail may be pernmitted, but these
uses shall not interfere with the mssion of the conmand and w |
be treated the sane as other nmessages: NAVRESI NFOSYSOFF reserves
the right to access and disclose as necessary all nessages sent
over its E-mail system without regard to content. Si nce
personal nessages can be accessed by NAVRESI NFOSYSOFF managenent
Wi thout prior notice, you should not use E-mail to transmit any
nessages you would not want read by a third party. For exanpl e,
you should not use the command E-mail system for personal or
medi cal information about yourself or others likely to enbarrass

T
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the sender, or cause undue enotional duress of others. In any
event, you shall not use these systens for such purposes of
soliciting for comercial ventures, religious, political or
personal causes or external organizations or other simlar
non-j ob-rel ated solicitations. M suse of any NAVRESI NFOSYSOFF
system may subject you to disciplinary action.

(2) Any user of the E-mail system whose actions involving
E-mail that violate this policy, or any other related
command policy or regulation, nmay be subject to limtations or
elimnation of E-mail privileges as well as other disciplinary

actions.

C. For bi dden Content of E-mail Conmunications.  You may not
use NAVRESI NFOSYSOFF 1Ss in any nanner that nay be reasonably
seen as insulting, disruptive, offensive by other persons,
harnful to norale or in any way detrinmental to good order and
di sci pline. Exanpl es of forbidden transm ssions include
sexual | y—explicit nessages, photographs, cartoons, or |jokes,
ethnic or racial slurs, or any other nessage that can be
construed to be harassnment or ridicules others based on their
sex, race, sexual orientation, age, national origin, or religious
or political beliefs. In addition, the follow ng specific
actions and use of E-mmil are inproper, and violations may result
in disciplinary action:

(1) Conceal nent or msrepresentation of nanes or
affiliations in E-nmail nessages.

(2) Alteration of source or destination address of
E-mail .

(3) Use of E-nmail facilities for comrercial or private
busi ness purposes, or “underground” organizations.

(4) Use of E-nmail which unreasonably interferes with or
t hreat ens ot her individuals.

(5) Use of E-mail that degrades or deneans ot her
i ndi vi dual s.

(6) Transm ssion of fraudul ent, harassing or obscene
messages and/or materials. These nessages are not to be sent,
printed, requested or stored.

(7) Any use congesting the E-mail system that would
deprive others of resources is prohibited.
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(8) Chain letters and other forms of unapproved nass
mai | i ngs.

(9) Storing or processing classified infornmation on
systenms not explicitly approved for classified processing.
Classified data is not pernmitted on the NAVRESI NFOSYSOFF E- nail
syst em

7. Virus Scanning Policy. This policy describes

NAVRESI NFOSYSOFF comand gui del i nes regarding anti-virus and
virus eradication efforts: to reduce the risk of introducing
mal i ci ous code into command owned/operated 1Ss; to reduce any
resul tant damage and contain the spread of such software per
references (m thru (o). A conputer virus is a nalicious software
which can hide itself in other executable software (including
macros) and then cause that software to make copies of the virus.

7.1. To protect our |S assets against virus infection, we wll
use the three step approach:

a. Prevention - those steps necessary to limt or prevent
exposure to viruses.

b. Detection — those steps necessary to detect infections
in order to limt the spread and inpact.

C. Response/recovery - those steps necessary to renove the
virus and restore the I1Ss and files to normal operation.

7.2. Methods of Transmission. The nost common net hod of
spreading a virus from one conputer to another is through the
exchange of infected floppy diskettes. A virus can al so be
transferred by direct access to another conputer (through a
network or noden). The following are common sources of viruses:

a. Fil es downl oaded from Bulletin Board Systens (BBSS)
online services, and Internet sites.

b. Prel oaded software shipped on a new conputer

C. Denonstrati on/ eval uati on software received from
vendor s.

d. Di skettes used by service or support technicians.

e. Pirated (i.e. illegal) software acquired from friends
or co-workers.
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f. Shareware diskettes received from mail order catal og
conpani es.

g. Conputer stores selling returned software as new.

h. Di skettes used in friends or co-workers computers.
Exchange of infected files on a network.

i, Specific acts of sabotage by disgruntled enpl oyees.

k. College canpus conputer |aboratories.

. Usi ng i nfected backups.

m Renote access to infected conputers.

n. Governnent-owned and distributed software.

7.3. The use of command anti-virus software is mandatory for any
m croconputer used within the scope of this policy. Thi s
includes all IS resources accessing fromrenote sites. Ref er ence
(n) identifies the current DOD site |licensed approved anti-virus
software for use on NAVRESI NFOSYSOFF mi croconputers and may al so
be used by all DOD personnel on their hone personal conputers.
The anti-virus software shall be configured to scan the hard-
drive(s) on first boot each day the systemis turned on and
remai n menory Term nate-and-Stay—Resident (TSR) while the
conputer is in operation. Waivers for this requirenment nust be
approved in witing by the |SSMs based on denonstrated and valid
reason (insufficient nenory, nenory conflicts or other conflicts
with application software used on the system etc.). System
response time is not a valid justification for renoving
anti-virus scanning capabilities.

7.4. Fil es downl oaded from renote sources (BBS, networks, online
service, etc.), or received on diskettes from sources outside
this command shall be scanned for viruses upon receipt/downl oad
bef ore being executed on any conputer. D skettes brought from
users’ honme conputers are included in this category.

7.5. Any server that is connected to NAVRESI NFOSYSOFF LAN nust
be protected by command standard anti-virus software.

8. Diskette Label (External Labeling). | npl emrent ati on

requi rements for the INFOSEC Program centers around the classes
of data processed at NAVRESI NFOSYSOFF and the requirenents
governing its protection. Central Processing Units (CPUs) w |

10
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accurately reflect (label) the highest |evel of information
stored and/or processed as stated in this policy.

NAVRESI NFOSYSOFF personnel will label all diskettes wth user
nane, extension and departnent code.

9. Desktop Policy. To provide NAVRESI NFOSYSOFF with the
information necessary to operate and use their |Ss securely per
reference (a), all NAVRESI NFOSYSOFF personnel shall conply wth
and ensure ISs within their area of responsibility are covered by
t hese procedures.

9.1 |Information Systens Custodi an.

a. To conply with references (a) and (p), NAVRESI NFOSYSOFF
utilizes the Control Equipage Inventory System (CEIS) to ensure
proper accountability of controlled mnor property (including
hardware and software control, physical inventory distribution
and usage controls) . Changes in the status of any
NAVRESI NFOSYSOFF property shall be conpleted per applicable |aws
and regul ations, NAVRESI NFOSYSOFF resource managenent policy and
docunented by individual internal transfer worksheet or other
appropriate, authorized transfer documentation.

b. NAVRESI NFOSYSOFF | Ss are authorized to process Oficia
Use Only, Unclassified and Sensitive Unclassified data. This
security desktop procedure represents the mninmm requirenents
for 1Ss that process exclusively unclassified and sensitive
uncl assified data. Any changes in the |level of data processed
utilizing NAVRESI NFOSYSOFF equi pnent are not authorized w thout
prior specific witten approval from NAVRESI NFOSYSOFF NOO and
| SSMVs.

9.2. Physical Security/Access Control. Most NAVRESI NFOSYSCOFF
|Ss are located in government secured workspaces. Al personne
are required to carry governnent issued coded identification
badges. Each office door is equipped with a cipher |ock

conbi nation ci pher |ock, door key, or card access system
Personnel are responsible to ensure reasonable actions are taken
to provide for physical security and access controls for all 1Ss
under their area of responsibility.

9.3. Good Security Practices.

a. Passwor ds recommendati ons:

(1) Change passwords frequently. The |onger you use the
sane passwords, the higher the risk of conprom se. Password
changes of every (90) days is a good rule of thunb.

11
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(2) Use a conbination of nunbers and letters (Caps and
| ower case too, if permtted). Do not use common words (i.e.

password), persons (i.e. your nane), places (i.e.
NAVRESI NFOSYSOFF), dates, nunbers, or other words that can be
closely identified with you.

(3) At a mnimm use six to eight characters in length
for passwords.

(4) Safeguard and do not share passwords.

b. Inspect your data and equipnent. If you have reason to
suspect someone may have tanpered with your equipnent, files or
data, report it imediately to your departnmental |SSO or | SSM

c. Do not leave sensitive data in a IS or place on diskettes
that does not afford adequate access controls or proper
security.

d. Ensure all 1Ss have adequate security measures,
especially in unoccupi ed spaces.

e. Avoid keeping magnets, liquids and food in the imedi ate
vicinity of the ISs. Foods and |iquids dropped on or into |ISs
(i ncludi ng keyboards) can cause nal functions and destruction of
property and files. Magnets are also capable of causing
mal functions and destruction of electronic files.

f. Report any suspected IS m suse or abuse to your
departmental 1SSO or 1SSM  Wether directed against you or not,
abuse or msuse of command IS resources hinders the timely
conpl etion of your task.

9.4. Standard Operating Procedures.

a. Al authorized individuals utilizing IS equi pnent nust be
nmade aware of security procedures prior to operating any
NAVRESI NFOSYSCOFF resour ce. The follow ng procedures are
applicable to all authorized users:

(1) Al diskettes, conpact disks (CD), and software are to
be secured during non-working hours and when not in use.

(2) A warning label indicating the highest |evel of
information processed in each 1S will be affixed to the CPU

12
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(3) Backup of all inportant data should be performed on a
weekly basis or nore often if appropriate.

(4) Ensure that each mcroconputer is equipped with a
surge protector.

9.5. Media Protection.

a. Media (5 1/4" floppy diskettes, 3 1/2" diskettes, CD s and
cartridge tapes will be handled with care and stored in their
protective jacket (if appropriate) at all times when not in use.

b. Protect from bending or simlar handling. Do not use
magnets, rubber bands or paper clips which nmay cause damage.

c. Avoid contact with objects which have magnetic fields
(i.e., etc. telephone instrunments).

d. Avoid witing with ball-point pens, pencils or simlar
instrunents either directly or through the protective jacket.

e. Label appropriately.
f. Do not force or bend media when inserting into a drive.

9.6. Medi a | nput/Qut put and Decl assification or Destruction.

a. Al personnel are to ensure that hard copies of all
Privacy Act data are properly stored and di sposed of. Per
reference (q), all users are to be aware of releasable
i nformation for NAVRESI NFOSYSOFF personnel .

b. Al diskettes that contain sensitive unclassified or
privacy act information are to be adequately protected and shoul d
only be discarded in regular waste containers after ensuring the
nedi a and data has been adequately cleared or rendered usel ess.

9.7. Virus Protection. The follow ng instructions apply:

a. Al ISs (i.e. workstations, stand-alone, etc.) wll have
| oaded and utilize the |atest version of virus scanning software
aut hori zed as provi ded by NAVRESI NFOSYSOFF | NFOSEC of fi ce.

b. Al new incom ng conputers wll be scanned and have

installed the current authorized version of virus scanning
software as part of their initial setup.

13
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C. Users wi Il acquaint thenselves with the proper use of the

virus scanning software to prevent the spread of conputer
Vi ruses.

d. Al systens should be scanned daily (reconmend at initia
| ogon) .

e. Al diskettes should be scanned prior to other access.

f. Departnental |SSOs shall

1. Identify all mcroconmputers within their departnent
and ensure the current approved anti-virus software is installed
and operating.

2. Conpile all information needed to supply the Fleet
Informati on Warfare Center’s, Naval Conputer Incident Response
Team (NAVCIRT) with an Incident Report, per enclosure (1).

g. |SSMs shall

1. Ensure applicable information is provided to NAVC RT
in a tinely, accurate manner.

2. Conduct random software |icense, virus and system
audits.

3. |SSMs will provide the departnental 1SSCs with updated
versions of authorized virus scanning software.

4. Ensure command | NFOSEC training is provided.

9.8. Individual IS Contingency Planning (CP). Cont i ngency
planning is an integral phase of an activity' s |INFOSEC Program
CP is required for all ISs, networks or other conputer resources
that are essential to the performance of an activity’'s m ssion.
The followng elenments will assist all NAVRESI NFOSYSOFF personne
tasked with providing information systens services during tines
of disruption of normal |S operations.

a. In the event your |IS becones inoperative:

1. Call the Custoner Support Center (CSC) at 678-7070 or
1- 800-537-4617.

2. Provide your nane, building/room nunber, and
ext ensi on.

14
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3. Gve a brief description of the problem

4. (Obtain the nanme of the CSC representative assisting
you.

5. The CSC representative will provide you with a
trouble ticket nunber; refer to this nunber when any future
inquiries are placed.

b. Any significant changes in hardware/software
configuration, classification |evel of processed data, operating
node/ posture, etc. requires a re—evaluation of the IS and should
be pronptly reported to your departnental |SSO or command | SSMs.

10. Warning Banner. DOD nandates the use of a warning banner on
all 1Ss as stated in reference (1). The warning banner is
intended to confirmto the user that all data contained on DOD
systens are subject to review by DOD security and/or system

adm ni strator personnel and ensure that conputer users are aware
of system nonitoring. The lack of proper warning banners may
result in the violation of federal wiretap and privacy statutes.
This applies to all networked and stand-al one DOD systens, both
governnent and contractor owned, that access governnent data
files. The file and any updates are avail able from your
departnental 1SSo or I1SSM  The banner should be displayed at
systeminitialization. Al personnel shall ensure that the
banner is displayed on all systens (workstations, servers, stand-
alone, etc.). Enclosure (2) is provided for your information.

11. I NEOSEC Training and Awareness. Ref erence (r) nmandates
training for all personnel responsible for the input and use of
governnent resources. There shall be in place, a security
training and awareness program for the security requirenents for

all persons accessing |Ss per references (a) and (b). The
| NFOSEC staff will develop and maintain the NAVRESI NFOSYSOFF
| NFOSEC program  The security training program will include a

m xture of security videos, oral classroom presentations, annua
awareness training (briefs), E-mail security nessages, plan of
the week (PON notes, and security posters.

12. Responsibilities. Al NAVRESI NFOSYSOFF system users are

responsi ble for adhering to this policy. I ndi vi dual users who
violate this policy may be subject to various penalties, ranging

from informal counseling, to revocation of NAVRESI NFOSYSOFF | S
user privileges and resources, to formal disciplinary action,

15
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including reprimands, fines, non-judicial punishnent court-—
martial of mlitary personnel, or renoval for cause of civilian/
contractor personnel. In all cases, users are accountable for
their actions.

a. Supervisors will apprise their enployees of this policy
and ensure that the controlled use of IS assets is under their
respective jurisdiction.

b. The I1SSMs will include training on this policy during
i ndoctrination orientation and ensure refresher training during
annual | NFOSEC security training.

C. Contracting Oficer’'s Representatives will apprise their
contractors of this policy and their responsibilities.

d. The LAN Administrator and NSO will nonitor user’s files
and e-mail in cases where network/data security are in question
and assist I1SSMs with investigations as necessary.

e. The Software and Resource Manager will ensure that al
software is accounted for, properly licensed and any unauthori zed
software is pronptly renoved or legally licensed on all command
| Ss.

f. Privileged users are those having “super-user”, “root”,
or equivalent access to a system which give them conplete or
near—conpl ete control of the operating system To ensure the
security and integrity of data, admnistraors have greater
responsibilities to nonitor, avoid and prevent inproper access
to, and m suse of conputational resources under their control

12.1. Action, Supervisors will give this policy w dest
di ssem nation and ensure that their enployees conply with its
provi si ons.

a. Actual or alleged violations of, or questions regarding
the applicability of this policy will be addressed through nornal
conmand channel s. The 1SSMs will investigate any incidents that
are security related. The Software Manager, with advice fromthe
ISSMs, w Il rmake determ nations concerning |egal software usage
issues. The DAA will make the final determination in al
i nstances that cannot be adequately resolved at |ower |evels.

13. 0. Summar y/ Conclusion. The intention of this policy is to
clearly comunicate to all NAVRESI NFOSYSOFF personnel that
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I NFOSEC is multi-departnmental, multi-disciplinary, and multi-
organi zati onal . Therefore, all NAVRESI NFOSYSOFF' s personnel

shoul d be specifically charged with the responsibility of |NFOSEC
in order to achieve appropriate |evels of security.

D. A WKENHEI SER
Di stribution: ( NAVRESI NFOSYSOFFI NST  5216. 1)
List A

List B
List C
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SAMPLE

COMPUTER INCIDENT REPORT

1. The following information is provided on the IS viruses.
(a)  Name of infecting virus: Form

(b) Source of the virus, date detected: The Formvirus was
detected on one 3.5” diskette in the F. C. Mnagenent Departnent
on 2 Jun 97. In an attenpt to read a file, a diskette provided
by N55, the IBM Anti-Virus (IBMAV) software detected the Form
virus. Wien the user received the nmessage “Infected boot records
were found”, enployee immediately notified the Information System
Security Oficer (1SSO who assisted in the docunentation and
virus renoval .

(c) Oher locations, within or outside of the conmmand, was
possibly infected as a result of this virus:

(1) The originator of the diskette was notified and the
| BVAV software was installed on his IS

(d)  Nunber and types of systems infected: (1) 3.5"
di skette
(e) Method of clean-up: | BVAV Cl ean
(f)  Nunber of man-hours required in effort: 5 m nutes

(g Dammge or observations resulting fromthe virus
triggering: None

(h)  Command nane and | ocati on:
Director, Naval Reserve Information System Ofice
4400 Dauphine St.
New Ol eans, LA 70146-5401
(i) Poi nt of contact: (Reporting 1SSM s Nane)

DSN: 678-4444 Comm (504) 678- 4444
Informati on System Security Manager (1 SSM

Encl osure (1)



SAMPLE

NOTI CE AND CONSENT LOG ON BANNER

TH S IS A DEPARTMENT OF DEFENSE COVPUTER SYSTEM TH S COWPUTER
SYSTEM I NCLUDI NG ALL RELATED EQUI PMENT, NETWORKS AND NETWORK
DEVI CES (SPECI FI CALLY | NCLUDI NG | NTERNET ACCESS), ARE PROVI DED
ONLY FOR AUTHORI ZED U. S. GOVERNMENT USE. DOD COVPUTERS SYSTEMS
MAY BE MONI TORED FOR ALL LAWFUL PURPGSES, | NCLUDI NG TO ENSURE
THAT THEIR USE | S AUTHORI ZED, FOR MANAGEMENT OF THE SYSTEM TO
FACI LI TATE PROTECTI ON AGAI NST UNAUTHORI ZED ACCESS, AND TO VERI FY
SECURI TY PROCEDURES, SURVIVABILITY AND OPERATI ONAL SECURI TY.

MONI TORI NG | NCLUDES ACTI VE ATTACKS BY AUTHORI ZED DOD ENTI TIES TO
TEST OR VERIFY THE SECURI TY OF THEI R SYSTEM DURI NG MONI TORI NG,
I NFORMATI ON MAY BE EXAM NED, RECCRDED, COPIED AND USED FOR
AUTHORI ZED PURPGSES. ALL | NFORVATI ON, | NCLUDI NG PERSONAL

| NFORVATI ON, PLACED ON CR SENT OVER THI' S SYSTEM MAY BE MONI TORED.

USE OF TH S DOD COWPUTER SYSTEM AUTHORI ZED OR UNAUTHORI ZED,
CONSTI TUTES CONSENT TO MONI TORI NG OF THE SYSTEM UNAUTHCRI ZED
USE MAY SUBJECT YOQU TO CRI M NAL PROSECUTI ON. EVI DENCE OF
UNAUTHORI ZED USE COLLECTED DURI NG MONI TORI NG MAYBE USED FOR
ADM NI STRATI VE, CRIM NAL OR OTHER ADVERSE ACTI ON. USE OF TH S
SYSTEM CONSTI TUTES CONSENT TO MONI TORI NG FOR THESE PURPOSES.

Encl osure (2)
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WASHINGTON. O.C. 10330-1000 SECNAVINST 5239. 3
NISMC
4 JuLy 199

SECNAV INSTRUCTION 5239.3

From: Secrewry of the Navy

Subj:

Ref:

Enci:

DEPARTMENT OF THE NAVY INFORMATION SYSTEMS SECURITY
(INFOSEC) PROGRAM .

(a) DODD TS3600.1 of 21 Dec 92, Informadon Warfare (NOTAL)

(b) P.L. 100-235 of 8 Jan 88, Computer Security Act of 1987
(c) OMB Circular A-130 of 15 Jul 94, Management of Federal Informadon Resources

(NOTAL)

(d) NSTISSID No. 500 of 25 Feb 93, Telecommunicatons and Automated Systems
Security Educadon, Training and Awareness

(e) NSTISSD No. 50! of 16 Nov 92, Natonal Training Program for Informagon
System Securiry (INFOSEC) Professionals

() NSTISSD No. 502 of 5 Feb 93, National Securiry Telecommunicaaons and

Automated Informatdon Security
(g) NSTISSP No. 6 of 8 Apr 94, National Policy on Certfication and Accreditation
of National Securiry Telecommunicadons and Informadon Systems, (NOTAL)
(h) DODD 5200.28 of 21 Mar 88, Security Requirements for Automated

Informadon Systems (AISs) (NOTAL)
(i) DODD C-5200.5 of 21 Apr 90, Communication Security (COMSEC) (NOTAL)

(j) DODD C-5200.19 of 23 Feb 90, Contol of Compromising Emanadons (NOTAL)

(k) DODD 5000.2 of 23 Feb 91, Defense Acquisidon Policies and Procedure
(NOTAL)

(1) CJCS16510.01 of 1 Sep 93, Chairman of the Jomt Chiefs of Staff Insaucaon,
Joint and Combined Communicatons Security (NOTAL)

(m) NSTISSI 4009 of 5 Jun 92, Nadonal Lnformanon Systems Security (INFOSEC)
Glossary (NOTAL)

(n) SECNAVINST 5000.2A of 9 Dec 92, Implementadon of Dc:fc:n.se Acquisidon
Management Policies, Procedures, Documentadon, and Reports (NOTAL)

(0} SECNAVINST 5231.1C of 10 Jul 93, Life Cycle Management Policy and
Approval Requirements for Informadon System Projects

(p) SECNAVINST 5200.32A of 3 May 93, Acquisiion Management Policies and
Procedures for Computer Resources

(1) List of Acronyms
(2) Glossury of Terms

N UAORN BRIV T
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Department of the Nav NAVSO P-5239-01
Newval | nformation Sygt ens May 1995
Managenent Center

INTRODUCTION TO
INFORMATION SYSTEMS SECURITY

(INFOSEC)

GUIDEBOOK

MODULE 01

INFORMATION SYSTEMS SECURITY
(INFOSEC)
PROGRAM GUIDELINES

0515- LP-208- 8200

Distribution: Submit requests for placement on distribution (including supporting
justification), or amendment to the existing distribution, to:

Commanding Officer
Naval Command, Control and Ocean Surveillance Center



DEPARTMENT OF THE NAVY

COMMANDER NAVAL RESERVE FORCE

NEW ORLEANS. LOUISIANA 70146-5000

COMNAVRESTCEMNST 323< .12

w

16 JuL K93

COWNAVRESFOR | NSTRUCTI ON5239. 1A

Subj : NAVAL RESERVE FORCE AUTQOVATED | NFORMATI ON SYSTEMS SECURI TY
PROGRAM

Ref : (a) DODDIR 520.28,Security Requirenents for Autonmated
| nformati on_ Systens E)I\&OTAL) )
(b) OPNAVINST 5510. 1H, I nf ormati on and Personnel
Security Program
(¢c) OwB Circular A-130 Managenent of Federal Information
Resources (NOTAL)
(d) DODINST 5215.2, Conputer Security Technical
Vul nerability Reporting Program (CSTVRP) (NOTAL)
(e) P.L. 100-235, Conputer Security Act of 1987
f) SECNAVI NST 5239.73 DON Automated Information Systens
(AI'S) Security Program
(g) OPNAVI NST 5239.1A, DON Automatic Data Processing (ADP)
Security Program _
h) DOD 5200.28-STD, Trusted Conputer System Evaluation
Criteria (NOTAL)
(i) OPNAVINST (C5510.93E, Navy Inplenentation of National
Policy on Control of Conprom sing Enmanations
(j) SENNAYRESFCRINEH' 5500. 3, Naval Reserve Force Security
nua
(k) CNO Washi ngton 2419597 Jan 86 (NAVOP 006/ 86)
(cancel ed 24 Apr 86)
(I) CSP-1, Communications Security Policy Manual
(m OPNAVINST 5530.14B, DON Physical Security and Loss
Preventi on

Encl : (1) Definition of Terns
(2) Mninmm Program Requirenents
(3) Related Docunents .
(4) Incident and Vulnerability Report Format (&
1. Purpose

a. To establish the Naval Reserve Force Automated
Informati on Systens (AI'S) Security Program

b. To define the organizational structure to execute the
Naval Reserve Force AI'S Security Program

c. To issue policies and guidelines necessary for

consistent and effective inplenmentation throughout the Naval
Reserve.

d. To apply basic policy and principles of security as
they relate to conputer-based systems Which handle classified,
sensitive wunclassified, and unclassified information.



Departnent of the Nav%/
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Managenent Center

NP0 7058

INFORMATION SYSTEMS SECURITY
MANAGER (ISSM)

GUIDEBOOK

MODULE 04

INFORMATION SYSTEMS SECURITY
(INFOSEC)
PROGRAM GUIDELINES



DEPARTMENT OF THE NAVY NAVSO P-5239-07
FEBRUARY 1996

INFORMATION SYSTEMS SECURITY
OFFICER (1SSO)

GUIDEBOOK

MODULE 07

INFORMATION SYSTEMS SECURITY
(INFOSEC)
PROGRAM GUIDELINES
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GUIDEBOOK
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INFORMATION SYSTEMS SECURITY (INFOSEC)
PROGRAM GUIDELINES



UNCLASSI FI ED
ADM NI STRATI VE MESSACE
ROUTI NE
R 212001Z JUL 95 ZYB M N
FM CNO WASHI NGTON DC/ / Ne/ /

TO ALCOM

***THIS IS A 2 PART MSG COLLATED BY MDS***

UNCLAS //N02250//
ALCOM 035/ 95

MBG DY GENADM N CNO WASH DC N643//
SUBJ/ GUI DELI NES FOR NAVAL USE COF THE | NTERNET//

REF/ A/ DOC/ SECNAV/ 870603/ /

REF/ B/ DOC/ SECNAV/ 920617/ /

REF/ C/ DOC/ CNQ' 880429/ /

REF/ DY DOC/ CNQ' 930430/ /

REF/ E/ DOC/ CNQ' 850401/ /

NARR/ REF A | S SECNAVI NST 5720.44A U.S. NAVY PUBLI C AFFAI RS

REGULATI ONS. REF B IS SECNAVI NST 5211.5D DEPARTMENT OF THE NAVY
PRI VACY ACT PROGRAM REF C IS OPNAVI NST 5510. 1H DEPARTMENT OF NAVY
I NFORMATI ON AND PERSONNEL SECURI TY PROGRAM REGULATION. REF D IS

CPNAVI NST 2710 NAVY LOCAL AREA NETWORKS PCOLI G ES. REF E |'S OPNAVI NST
5239. 1A ADP SECURI TY POLICY.//

RVKS/ 1. THE DOD AND DON ARE CURRENTLY IN THE M DST OF WHAT | S
COMVONLY CALLED THE | NFORVATI ON EXPLOSI ON. THE EXPONENTI AL GROWH OF
THE | NTERNET AND THE WORLD WDE WEB (WWV OR WEB) IS IN PART DUE TO
THE EASE OF THE USE AND POPULARI TY OF HYPERTEXT BROWSI NG

APPL| CATI ONS. HYPERTEXT | NTERNET APPLI CATI ONS MAY | MPROVE NANY
FACETS OF OUR COPERATI ONS, AND PROVI DE AN EFFI Cl ENT AND EFFECTI VE
MEANS OF COMMUNI CATI ON AND | NFORVATI ON DI STRI BUTI ON. THE NATI ONAL
| NFORVATI ON | NFRASTRUCTURE (NI'1) AND THE DEFENSE I nfornmation

| NFRASTRUCTURE (Dil) HAVE AS A GOAL TO | NCREASE THE EASE AND

AVAI LABI LI TY OF | NFORVATI ON, BOTH WTH N THE GOVERNMENT AND TO

I NFORMATI ON APPROVED FOR PUBLI C RELEASE AND ACCESSI BI LI TY BY THE
PUBLI C.

2. EASY TO USE VEB BROWSERS AND SOFTWARE TOOLS TO EASE THE
DEVELOPMENT OF DOCUMENTS WRI TTEN | N HYPERTEXT MARKUP LANGUAGE (HTM.)
HAVE G VEN RISE TO A PROLI FERATI ON OF WWV HOVE PAGES ON THE
[ NTERNET, | NCLUDI NG MANY BY NUMEROUS NAVY COWANDS CPERATI NG IN THE
DOVAI N NAME NAVY. M L. COUPLED WTH THEI R PROM SED BENEFI TS HOWEVER,

UNCLASSI FI ED
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SERVI CES SUCH AS WWV HYPERTEXT TRANSFER PROTOCOL (HTTP), GOPHER,
ANONYMOUS FI LE TRANSFER PROTOCOL (FTP), AND OTHER OPEN ANONYMOUS
I NFORMATI ON SERVERS PRESENT POTENTI AL PROBLEMS:

(A) DEPENDI NG ON THE SIZE OF THEI R | NFORVATI ON FI LES AND THE
EXTERNAL DEMAND FOR THESE FI LES, SUCH SERVI CES CAN CONSUME
SI GNI FI CANT NETWORK BANDW DTH, AND SERI QUSLY DEGRADE NETWORK
PERFORVANCE FOR OTHER SYSTEMS SHARI NG THE SAME NETWORK COVPONENTS,
AND POTENTI ALLY DEGRADE OR DENY ACCESS TO REQUI RED | NFORVATI ON BY
| NTERNAL USERS.

(B) TO BE USEFUL, SUCH SERVERS MJUST ACCEPT QUTSI DE USERS
W THOUT REQUI RING El THER A LOCAL USER ACCOUNT OR PASSWORD.
PROVI DI NG SUCH SERVI CE CLEARLY ENTAILS SECURITY RI SKS, RISKS TO WH CH
THE DON MJUST BE ESPECI ALLY SENSI Tl VE BECAUSE M LI TARY COMPUTER
SYSTEMS ARE TRADI TI ONALLY H GH PROFI LE TARCETS. t HE CONNECTI ON OF
NAVAL | NFORVATI ON SYSTEMS AND NETWORKS TO UNCLASSI FI ED PUBLI CLY
ACCESSI BLE COWPUTER NETWORKS AND | NFORVATI ON  SYSTEMS POSES A
POTENTI AL THREAT TO NAVAL OPERATI ONS. VWE CANNOT VI EW THESE
CONNECTI ONS  AS Rl SK- FREE. THE POTENTI AL EXISTS NOTI' ONLY FOR
UNAUTHORI ZED PERSONS TO GAIN ACCESS TO NAVAL | NFORVATI ON SYSTEMS, BUT
FOR THE | NADVERTENT DI SCLOSURE OF CLASSI FI ED, UNCLASSI FI ED BUT
SENSI TI VE, AND PRI VACY | NFORVATI ON, AND THE COVPROM SE OF NAVAL
CPERATI ONS AND ACTIVITIES AS VWELL. REQUI RING A LOCAL USER ACCOUNT
OR PASSWORD PRI OR TO ACCESSI NG DATA AVAI LABLE ON THE | NTERNET |'S NOT
IN | TSELF A SUFFI CI ENT SAFEGUARD. | T IS | MPERATI VE THAT THE
DEPARTMENT OF THE NAVY ENDEAVOR TO EVALUATE THE RI SK AND ENSURE THAT
DUE CARE | S TAKEN TO M NIM ZE THE CHANCE OF COMPROM SE.

3. 1T 1S FULLY APPROPRI ATE FOR NAVAL COVWANDS TO ESTABLI SH AND
MAI NTAI N | NFORMATI ON SERVERS AND SERVI CES ON THE | NTERNET, | NCLUDI NG
WORLD W DE WEB HOVE PAGES W TH LINKS TO OTHER PAGES, PROVI DED THEY
SUPPORT LEG TI MATE, M SSI ON- RELATED ACTIVITIES OF THE NAVY AND
MARI NE CORPS, AND ARE CONS|I STENT W TH PRUDENT OPERATI ONAL AND
SECURI TY CONS| DERATI ONS. ONE TYPE OF LINK THAT MUST BE AVO DED IS
THE LINK TO A SPECI FI C VENDOR WHO |'S SELLI NG SERVI CES AND PRODUCTS TO
THE GOVERNMENT, AS THAT TYPE OF LINK MAY G VE THE APPEARANCE THAT THE
DON |'S ENDORSI NG THE PRODUCT OR SERVI CE, OR SHOW NG FAVOR TO A
PARTI CULAR VENDOR. | NFORMATI ON PLACED ON THE | NTERNET, W THOUT
CONTROLS TO ELI M NATE OR PREVENT PUBLI C ACCESS, MJST BE CLEARED IN A
MANNER CONSI STENT W TH THE PROCEDURES ALREADY |N PLACE FOR CLEARI NG
“HARD’ COPY | NFORMATION. (SEE REFS (A), (B), AND (C)). IN MOST
CASES, MATERI AL PROPCSED TO BE MADE AVAI LABLE ELECTRONCALLY TO THE
PUBLI CLY ACCESSI BLE | NTERNET MJUST BE SUBM TTED THROUGH THE SAME
PUBLI C AFFAI RS CHANNELS AS “HARD' COPY MATERIAL PROPCSED FOR
PUBLI CATI ON, (FOR NATI ONAL RELEASE).

(A) COVVANDERS/ COVMMANDI NG OFFI CERS MUST ENSURE THAT | NFORVATI ON
PROVI DED ON ANY OF THEIR | NFORMATI ON SERVERS CONNECTED TO THE
| NTERNET, DOES NOT CONTAI N CLASSI FI ED, UNCLASSI FI ED SENSI TIVE, OR
PRI VACY | NFORMATI ON, OR | NFORVATI ON THAT COULD ENABLE THE RECI PI ENT

TO I NFER CLASSI FI ED OR UNCLASSI FI ED SENSI TI VE | NFORVATI ON, El THER
FROM | NDI VI DUAL SEGVENTS OF THE | NFORVATI ON, OR FROM THE AGGREGATE
OF ALL THE | NFORVATI ON AVAI LABLE.

(B) ANY | NFORVATI ON PROVI DE THROUGH | NTERNET SERVI CES MUST BE

UNCLASSI FI ED
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PROFESSI ONALLY PRESENTED, CURRENT, ACCURATE AND FACTUAL, AND RELATED

TO THE COWAND S M SSI ON. COMVANDS MAY CHOODE TO PRODUCE PERI QDI C
VWRI TTEN GENERAL GUI DELI NES AND PARAMETERS FOR THEI R AUTHORI ZED USERS
OF UNCLASSI FI ED PUBLI CLY ACCESSI BLE COVPUTER NETWORKS SUCH AS THE
| NTERNET. TH'S GUI DANCE W LL | NDI CATE THOSE TOPI CS (SUCH AS
SENSI TI VE | NFORVATI ON ASSCCI ATED WTH THE COMWAND S M SSI ON OR FLEET
OPERATI ONS, OR OTHER SENSI TI VE DON BUSI NESS), WHI CH MAY BE RESTRI CTED
CR PROH Bl TED FROM BEI NG DI SCUSSED PUBLI CLY OVER NETWORKS.

(© EACH WEB HOVE PAGE WLL HAVE A DESI GNATED AUTHOR OR
MAI NTAI NER WHO W LL BE RESPONSI BLE FOR THE CONTENT AND APPEARANCE OF
THAT PACE. THE I NDI VI DUAL’ S NAME, ORGANI ZATI ONAL CODE,
CRGANI ZATI ONAL PHONE NUMBER, EMAI L ADDRES, AND DATE OF LAST REVI SI ON
WLL BE INCLUDED IN THE SOQURCE CODE FOR THAT PAGE. THE ORI G NATORS
CF ANY MATERI AL PROPCSED FOR DI STRI BUTI ON OR PCSTING TO A WEB HOVE
PAGE, ARE RESPONSI BLE FOR OBTAI NI NG APPROVAL RELEASE, PRIOR TO
SUBM TTI NG THE MATERI AL TO THE WEB SERVER ADM NI STRATOR.

(D) PUBLI CLY ACCESSI BLE NEWSGROUPS, BULLENTI N BOARDS, AND EMAIL
MAI LI NG LI STS THAT ARE OPERATED BY A COMVAND SHOULD ALSO REFLECT A
H GH LEVEL OF PROFESSI ONALI SM | NDI VI DUAL USERS WHO SUBM T EMNAI L
PCSTI NGS TO THESE NAVY AND MARI NE CORPS OPERATED AND MAI NTAI NED
PUBLI CLY ACCESSI BLE NEWSGROUPS AND BULLETI N BQOARDS, ARE NOT
AUTHORI ZED TO SUBM T CLASSI FI ED, UNCLASSI FI ED SENSI TI VE, OR PRI VACY
| NFORVATI ON . COMIVANDERS/ COWWANDI NG OFFI CERS SHOULD ESTABLI SH
PROCEDURES FOR PERI CDI C REVI EW OF THE CONTENT OF POSTI NGS THAT HAVE
BEEN MADE TO THESE NEWSGROUPS AND BULLETI N BOARDS OPERATED BY THEIR
COMVAND TO ENSURE THE POSTINGS DO NOT BRING DI SCREDIT TO THE COVIVAND
AND THE DON. ALL NAVY AND MARI NE CORPS ENMAIL USERS SHOULD STRIVE TO
ENSURE THAT THE CONTENT OF EMAI L MESSAGES REFLECT A H GH LEVEL OF
PROFESSI ONALI SM AND PERSONAL | NTEGRI TY.

@ I NFORMATI ON SYSTEMS SECURI TY GUI DELI NES:

(A) ALL NAVAL | NFORVATI ON SYSTEMS W TH SERVERS (1 NCLUDI NG WVEB
SERVERS) VH CH ARE CONNECTED TO UNCLASSI FI ED PUBLI CLY ACCESSI BLE
COVMPUTER NETWORKS SUCH AS THE | NTERNET, WLL EMPLOY APPROPRI ATE
SECURI TY SAFEGUARDS (SUCH AS FI REWALLS) AS NECESSARY TO ENSURE THE
I NTEGRI TY, AUTHENTI CI TY, PRI VACY, AND AVAILABILITY O A COMVAND S
| NFORMATI ON SYSTEM AND | TS DATA.

(B) ALL | NFORVATI ON SYSTEMS W TH SERVERS CONNECTED TO THE
| NTERNET MUST HAVE A FORVAL COMVWANDER/ COMVANDI NG OFFI CER, OR
DESI GNATED APPROVI NG AUTHORI TY (DAA) AUTHORI ZATI ON TO OPERATE. I'N
ACCORDANCE W TH OPNAVI NST 5239.1 (REF (E)), ALL SYSTEMS MJST RECEIl VE
SECURI TY ACCREDI TATI ON AND AUTHORI ZATI ON TO OPERATE BY THE DAA PRI OR

TO BEI NG PUT | NTO OPERATION. A NETWORK RI SK ANALYSI S MUST BE
CONDUCTED AS A PART OF THE OVERALL NETWORK SECURI TY PLAN TO DETERM NE
THE APPROPRI ATE LEVEL OF SECURITY. DON WAN LAN SYSTEMS SECURI TY
ACCREDI TATI ONS MJUST BE UPDATED TO REFLECT THE ADDI TION OF, OR

EXI STENCE OF, A WEB SERVER OR OTHER | NTERNET | NFORVATI ON SERVER

5. SINCE THE INTERNET IS OPEN AND LEGALLY ACCESSED BY THE
WORLD- W DE PUBLI C, | NFORVATI ON PRESENTED BY NAVAL COMVANDS | N THEIR
HOVE PAGES ON THE | NTERNET WLL REFLECT ON THE DEPARTMENT OF THE

UNCLASSI FI ED
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NAVY' S PROFESSI ONAL STANDARDS AND CREDI BI LI TY. REGARDLES OF HOW OR
BY WHOM THESE PACES ARE ACTUALLY DEVELOPED, THE APPEARANCE COF, AND

THE ACCURACY, CURRENCY, AND RELEVANCE OF TH S | NFORVATI ON W LL

REFLECT DI RECTLY, OR I NDI RECTLY, ON THE DEPARTMENT OF THE NAVY' S

| MAGE. I NFORMATI ON RESI DI NG ON A SERVER WTH A NAVY.M L DOVAIN OR
USMC. ML DOVAIN, OR ANY OTHER NAVY OR MARI NE CORPS OMNED AND OPERATED
SERVER, MAY BE | NTERPRETED BY THE WORLDW DE PUBLI C, | NCLUDI NG THE
AMERI CAN TAXPAYER AND MEDI A, AS REFLECTI NG OFFI Cl AL DEPARTMENT OF THE
NAVY, OR DEPARTMENT OF DEFENSE POLICIES OR POSITIONS. THERE IS NO
SUCH THING AS A PERSONAL OR UNCFFI CI AL HOME PACGE ON A ".ML" SERVER
BECAUSE THESE SERVERS AND THE | NFORVATI ON THEY CONTAI N ARE PROPERLY
USED ONLY FOR OFFI Cl AL BUSI NESS, AND IN AN OFFI Cl AL CAPACI TY.

COMVANDI NG OFFI CERS SHOULD REVI EW ALL WEB HOME PAGES OR OTHER

I NTERNET | NFORVATI ON SERVERS BEI NG OPERATED BY PERSONNEL AT THEI R
COMVANDS , TO ENSURE COWVPLI ANCE WTH THE GUI DELINES NOTED IN THI' S

MESSACE.

6. ADDI TI ONAL MORE DETAI LED TECHNI CAL AND | NFOSEC GUI DELI NES
PERTAINING TO DON USE OF THE I NTERNET WLL BE PUBLISHED IN FUTURE

REVI SIONS TO REFS D AND E.

7. TH S MESSAGE HAS BEEN COCRDI NATED W TH CMC, CHI NFO NAVY JAG AND
COWNAVSECGRU. THE N6 PO NT OF CONTACT IS CDR D. GALI K, N643G PHONE
703 697-7755, OR EMAIL: CNON643G@MIP- GW SPAVWAR. NAVY. M L. THE MARI NE
CORPS PO NT OF CONTACT |'S MARI NE CORPS COVBAT DEVELOPMENT COMVAND,
ARCH TECTURE AND STANDARDS DI VI SI ON; PHONE 703 784-4720.

8. RELEASED BY VADM DAVI S, USN.//

BT



DEPARTMENT OF THE NAVY

ENLISTED PERSONNEL MANAGEMENT CENTER
NEW  ORLEANS, LOUISIANA  70159-7900 iN REPLY REFER TO

Cctober 10, 1996

MEMORADUM FCR DEPARTMENT DI RECTORS - 56-06

Subj : USE OF FEDERAL GOVERNMENT RESOURCES

Ref . (a) DCD 5500.7-R (Second Amendnent 3/25/96)

Encl : (1) Joint Ethics Regulation, Chapter 2, Section 1, 2-301

1. Per reference (a) significant changes have been nmade to
government policy for use of resources. Updated DOD changes are
in enclosure (1). The following is EPMAC s Comand Poli cy:

a. FEDERAL GOVERNMENT COVMUNI CATI ON SYSTEMS AND EQUI PMENT
(tel ephones, facsimle machines, electronic nmail, internet

systen

(1) Authorized purposes allow for brief personal
communi cation such as checking with spouse or mnor children,

schedul i ng doctor and auto or hone repair appointnents, brief
internet searches, e-mailing directions to visiting relatives,
under the following criteria:

(a) Do not adversely affect the performance of
official duties.

(b) Are of reasonable duration and frequency and
whenever possible are nmade during the enployee' s personal tine

such as after duty hours or lunch periods.

(c) Serve a legitimate public interest such as
keepi ng enpl oyees at their desks rather than requiring the use of
commerci al systenms, educating enployees on the use of
comuni cation systenms, jnproving norale of enployees, job-
searching in response to downsi zi ng.

(d) Do not overburden the communication system
create no significant additional cost to the government, and in
the case of |ong distance conmunication charges are: charged to
enpl oyee’ s hone nunber or personal telephone credit card, nade t



vuuuuuuuuuuvuvuuuvuvuuuvuuuuuuuuuu
U UNCLA S S I F I ED U
vuuuuuuuuuuvuvvuuuvuvuuuvuuuuuuuuuu

OTTUZYUW RUEKJCS0329 2101731- UUUU- - RUCCNOM RUCCNOP.
ZNR UUULWU

O 2819287 JUL 97 PSN 233875J28

FM SECDEF WASHI NGTON DC// QASD: PA/ DPL/ /

TO Al G 8775

| NFO RUEKJCS/ SECDEF WASHI NGTON DC/ / QASD( PA) / /

BT

UNCLAS

SUBJECT: DOD WEB SI TE POLI CY RELEASED

1. THE OFFI CES OF THE ASSI STANT SECRETARI ES OF DEFENSE FOR PUBLI C
AFFAI RS AND FOR COVMAND, CONTROL, COVMUNI CATI ONS AND | NTELLI GENCE
RECENTLY COVPLETED AN UPDATE TO THE POLICY FOR ESTABLI SHI NG AND

MAI NTAI NI NG A PUBLI CLY ACCESSI BLE DOD WEB | NFORMATI ON SERVI CE,
COWONLY KNOWN AS A WEB SI TE.

2. THE POLICY, WHI CH |'S EFFECTI VELY | MVEDI ATELY, APPLIES TO THE
OFFI CE OF THE SECRETARY OF DEFENSE, THE M LI TARY DEPARTMENTS, THE
CHAl RVAN OF THE JO NT CHI EFS OF STAFF, THE COMVBATANT COMMANDS, THE
DEFENSE AGENCI ES AND THE DOD FI ELD ACTI VI TI ES.

3. THE DOCUMENT |'S AVAI LABLE ONLI NE AT:

HTTP: / / WA DTI C. M L/ DEFENSELI NK/ ABOUT. HTML (ALL LOWERCASE), ALONG
W TH LINKS TO THE VAR OQUS SERVI CE POLI O ES,

4. THE DOD POLICY IS THE RESULT OF EXTENSI VE COORDI NATI ON W TH ALL
PAGE 02 RUEKJCS0329 UNCLAS

THE M LI TARY SERVI CES AND OTHER REPRESENTATIVES TO THE DOD TECHNOLOGY
WORKI NG GROUP, CHAI RED BY OASD(PA). FOR SERVI CE QUESTI ONS, COMMVENTS
OR SUGGESTI ONS ON THE POLICY, CONTACT YOUR RESPECTI VE REPRESENTATI VE
TO THE TECHNOLOGY WORKI NG GROUP. DOD: JKNOTTS@PAGATE. PA. OSD. M L;
ARMY: VEBMASTER@HQDA. ARWY. M L; Al R FORCE: HUBBARDB@\F. PENTAGON. M L;
NAVY: WEBMASTER@H NFO. NAVY. M L; MARI NE CORPS:

DONAL DSONWL @G- SMTP3. USMC. M L. ALL OTHERS CAN CONTACT THE PERSON
W THI N YOUR AGENCY OR ACTIVITY THAT DEALS W TH | NTERNET POLI CY.

5. QASD(PA) PO NT OF CONTACT |'S CAPTAIN JIM KNOTTS, USAF, (703)
697-3532, DSN 227-3532, EMAIL JKNOTTS@PAGATE. PA. COSD. M L.

BT

#0329
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233875/ 217 1 of 1 2819287 JUL 97,

Date In: 08/03/97 Time In: 15:36218.
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DEPARTVENT OF THE NAVY
NAVAL | NFORMATI ON SYSTEMS NAVSO P-5239-29
MANAGEMENT CENTER JULY 1994

CONTROLS OVER COPYRI GHTED COWVPUTER SOFTWARE

GUI DEBOCXK

MCDULE 29

| NFORMATI ON SYSTEMS SECURI TY

(1 NFOSEC)
PROGRAM GUI DELI NES



NI

DEPARTMENT OF THE NAVY

NAVAL INFORMATION SYSTEMS MANAGEMENT CENTER
1225  JEFFERSON  DAVIS  HIGHWAY
ARLINGTON VIRGINIA 22202-4311

Ser: 03/97-0040
MAR 27 Ie9T

MVEMORANDUM FOR DI STRI BUTI ON

Subj : POLI CY ON DEPARTMENT OF DEFENSE (DOD) ELECTRONI C
NOTI CE AND CONSENT BANNER

Encl : (1) ASD(C3l) nmeno of 16 Jan 97

Enclosure (1) is forwarded for appropriate action. DOD
policy directs that all DOD automated information systens (AlSs)

must display an electronic |log-on notice and consent banner that
advi ses:

- the systemis a DOD system

- the systemis subject to nonitoring;

- nonitoring is authorized in accordance with applicable
| aws and regul ations and conducted for purposes of systens
managenent and protection, protection against inproper or
unaut hori zed use or access, and verification of appl i cabl e
security features or procedures; and

- use of the system constitutes consent to nonitoring.

Al'l users should be nade aware of the policy regarding Al S
nonitoring, and all AlSs now in use are required to automatically
di splay a notice and consent banner by 16 April 1997.

Pl ease ensure that this policy is widely distributed

t hr oughout your organization and those organizations that report
to you.

STEPHEN |. JOHNSON
Rear Admral, U S. Navy
Di stribution:
CNO
cMC
Cl NCLANTFLT
Cl NCPACFLT
Cl NCUSNAVEUR
cC
ASN( VR&A)
ASN( FM&C)
ASN( | &E)
ASN( RD&A)
COWNAVAI RSYSCOM
COWNAVFACENGCOM
COWNAVSEASYSCOM
COVSEPAVWARSYSCOM
COWNAVSUPSYSCOM
COVARCORPSYSCOM

(cont. next pg.) COPY FOR YOUR
INFORMATION
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FM CNO WASHI NGTON DC/ / N6/ /

TO ALCOM

UNCLAS //N03264//
ALCOM 045/ 95
MSGE DY GENADM NV CNO WASH DC N643//
SUBJ/ DEPARTMENT OF THE NAVY POLI CY FOR COVPUTER | NCI DENT RESPONSE AND
/ VULNERABI LI TY REPORTI NG /
REF/ A/ DOC/ NTI SSP/ 930830/ /
REF/ B/ DOC/ NTI SSIY 930830/ /
REF/ C/ DOC/ CNQ 850401/ /
NARR\REF A IS NATIONAL SECURI TY AND TELECOVMUNI CATI ONS AND
| NFORVATI ON SYSTEMS SECURI TY PCLI CY (NSTISSP) NUMBER 5, NATI ONAL
POLI CY FOR | NCl DENT RESPONSE AND VULNERABI LI TY REPORTI NG FOR NATI ONAL
SECURI TY SYSTENMS. REF B IS NATI ONAL SECURI TY TELECOVMUNI CATI ONS AND
| NFORVATI ON SYSTEMS SECURI TY DI RECTI VE (NSTI SSD) NUMBER 503, | NCI DENT
RESPONSE AND VULNERABI LI TY REPORTI NG FOR NATI ONAL SECURI TY SYSTEMS.
REF C |'S OPNAVI NST 5239.1, DON ADP SECURITY POLICY.//
POC/ CDR D. GALIK/ CNO N643d -/-/TEL: (703)697-7755//
PAGE 02 RUENAAA0160 UNCLAS
RVKS/ 1. RECENT EVENTS | NVOLVI NG THE USE OF | NTERNATI ONAL
TELECOVMUNI CATI ONS AND NETWORK COVPUTER SYSTEMS- TO ATTEMPT TO EXPLO T
AND DI SRUPT DCD | NFORMATI ON SYSTEMS, CLEARLY UNDERSCORE THE NEED FOR
AN ORGANI ZED AND FULLY SUPPORTED CAPABI LI TY TO DEAL W TH SUCH
| NCI DENTS. REF A DI RECTED THAT U. S. GOVERNMENT DEPARTMENTS AND
AGENCI ES COLLABCRATE AND COORDI NATE EFFORTS TO

A CONTAIN AND M NIM ZE THE | MPACT OF SECURI TY | NCI DENTS ON
NATI ONAL SECURI TY TELECOVMUNI CATI ONS AND | NFORVATI ON SYSTEMS, AND

B. ELI M NATE OR M N M ZE VULNERABI LI TIES AMONG NATI ONAL
SECURI TY TELECOMMUNI CATI ONS AND | NFORVATI ON SYSTENMS.
REF B ALSO DI RECTED THAT A SECURI TY | NCI DENT RESPONSE CAPABI LI TY BE
ESTABLI SHED AT THE SERVI CE/ AGENCY LEVEL, TO PROVI DE EXPERT ASSI STANCE
I N | SOLATI NG CONTAI NI NG AND ELI M NATI NG | NCl DENTS THAT THREATEN THE
| NTEGRI TY, AVAILABILITY, OR CONFIDENTIALITY OF OUR SYSTEMS.
2. TH S MESSAGE PROVI DES DEPARTMENT OF THE NAVY (DON) POLI CY THAT
REQUI RES THE REPCORTI NG OF ALL SECURI TY | NClI DENTS DEFI NED HEREI N
| N\VOLVI NG DON AUTOVATED | NFORVATI ON SYSTEMS (AI'S) AND NETWORKS, TO
THE NAVAL COVPUTER | NCl DENT RESPONSE TEAM ( NAVCI RT) . Al'S SECURI TY
| NCI DENT REPORTI NG PROCEDURES FOR SERVI CE CRYPTOLOG C ELEMENT ( SCE)
SYSTEMS |S PROVIDED IN SUPPLEMENT 1 TO NSA/CSS MANUAL 130-1, WH CH
PAGE 03 RUENAAA0160 UNCLAS
| DENTI FI ES COWAVSECGRU AS THE FOCAL PQ NT. COWNAVSECGRU W LL

1 O 3
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"""""" ASSI ST.DCC follows - - - - =~ =~ =~ =~ = =~
MAI L From <assist -owner@ssist.ml>
RCPT To: <STASCHKB@:W EPMAC. NOLA. NAVY. M L>
Received: by atlanta.assist.m| (8.8.5/ LOCAL-4.0)
i d XAA04585; Mon, 11 Aug 1997 23:52:53 GVI
From assist—owner @ssist. m |
Date: Mn, 11 Aug 1997 23:40:20 GVII
Message- | d: <199708112340. XAA03566@nt i et am assi st.m| >
Errors-To: assi st—owner @ssi st.m |
X- Sender: 227
Subj ect: ASSI ST Advisory# 97-10: DOD site licensed Anti-Virus tools
To: assist—bulletins@ssist.ml
Sender: assi st—owner @ssi st. m |
Precedence: bul k
Repl y-To: assi st @ssist.ml

----- BEG N PGP SI GNED MESSAGE -----
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Aut omat ed Systens Security Incident Support Team

| /
/\ / \ / \ l / \ [ | / Integritas
/\ AN I N I | < et
/ \ \ \ | \ | | \ Celeritas
NN /N I \ / | I \

<<LLLLLLLLLLLLLLLL LKL LKL LKL LKL LKL SSSSSOSSSSSSOSSSSSSSSSSSSSSS>>>>>>

ADVI SORY : 97-10
Rel ease date: 11 Aug, 1997
DESCRI PTION: DOD site licensed Anti-Virus (AV) tools.

SUWMARY: The MAfee and Symantec Norton conputer AV software has
been site licensed for use by DOD and will be available for use
as of 1 Septenber 97. The software will be available for use by
the DOD antivirus support conmunity on 15 August 97. The DOD
license was procured by the Defense Information Systens Agency
(DI'SA) contract DCA100-98-F-0004 to Stream I nternational
(Symantec’s Norton AntiVirus) and DCA100-98-F-0005 to MAfee is
valid through 30 Sept 98.

BACKGROUND: The DOD site license for the |IBMAV and Nornan
software expires on 30 Septenber 97. DOD personnel may continue
to use the IBMAV software after the expiration date, however
virus signature updates will no |onger be issued.



| MPACT: Failure to nmaintain and use an up to date AV tool places
systens at risk of nmalicious code infection.

RECOWENDED SOLUTIONS: Obtain, install, and begin using the DD
site

|icensed McAfee and Norton AV tool as soon as possible.

Ensure the AV tool is kept up to date by obtaining and

installing the nmobst current version of the software as soon

as it is available fromthe DOD distribution centers.

Arny: Arny Conputer Energency Response Team ( ACERT)
Hotline: 1-888-203-6332 (DSN. 235-1113)
Anonynous FTP: ftp.acert.belvoir.army. m!l
Web Server: http://ww. acert. belvoir.arny. ml

Navy: NI SE East, Charleston, SC Information Systens Security
(1 NFOSEC)

Techni cal Hel p Desk: 800-304-4636

Anonymous FTP: | NFOSEC. NOSC. M L (198. 253. 23. 241)

BBS: 800-494-9947 (DSN 764-2474)

Air Force: Air Force Information Warfare Center (AFIWD)
Anonynous FTP: afcert.csap.af.m| (192.203.2.249),
AFCA C4 Systenms Security BBS: 618- 256- 4545 (DSN 576- 4545)

O her: Automated Systens Security I|ncident Support Team (ASSI ST)
Hotline: (800) 357-4231 (DSN: 327-4700)
Anonynous FTP: ftp.assist.ml| (199.211.123.12)
Wb Server: http://ww. assist.ml| (199.211.123.12)

Per sonnel from each DOD el enent shoul d downl oad the” software
fromtheir respective MLDEP distribution centers. Per sonnel
affiliated with non—-M LDEP el enents should use the ASSI ST BBS or
FTP servers.

kkkkhkkhkkkkhkhkkkkhkx

The following is a copy of the license terns, conditions and
coverage: DOD-Wde Anti-Virus Software Enterprise License
Agreenent Between Defense Information Systens Agency and MAfee
Sof tware, Inc.

L Agreenent: This software license agreement is entered into
on this date, 16 July 1997, between the Defense Information
Systenms Agency, hereinafter referred to as DI SA, and the
anti-virus software manufacturer/devel oper, MAfee Software,
Inc., hereinafter referred to as the Contractor to furnish the



following anti-virus software product or products: Virus Scan,
Net Shi el d, WebShi el d, Boot Shield, GoupShield, and G oupScan and

WebScan.

2. Order of Precedence: The ternms of this |icense agreenent
are a supplenent to the Contractor’s comercial license for the
af orenenti oned product(s) and should any conflict arise between
the two agreenents, the ternms of this agreenent shall take

precedence.

3. Cover age/ Applicability: This license covers the entire
Departnent of Defense (DOD) on a Perpetual, Enterprise basis
during the Period of Performance of this license, including
Techni cal Support, Distribution, and Hone Use as defined bel ow

4. Definitions:

Period of Performance: This |license covers the period from
date of award through 30 Septenber 1998, plus four
additional one year options, if exercised by D SA

Option prices: $410,000 per option period for a tota
i cense value of $2,050,000 if all 4 options are exercised.

DOD: For the purposes of this license this includes all

enpl oyees of, and PC s owned by the: Arny, Air Force, Navy,
Marines, Coast Quard (in tine of war only), defense
agencies, mlitary academ es (on-site/canpus only). It may
be used by DOD contractors working on DOD owned PC s but not
by DOD Contractors working on their conpany-owned PC s at
their workpl ace.

Perpetual: This product is for DOD's use only, in

perpetuity, however, anti-virus software technical support
and signature file updates stop at the end of the designated
period of the license. This also neans that there is no

requirement to de-install, destroy and/or return to the
Contractor installed software at the end of the Ilicense
peri od.

Enterprise This software is always owned by the software
devel oper (Contractor) and is only used by the DOD, with no
requi rement to: account for or report individual DOD users
or software copies, jncrease or decrease the price based on
changes in the nunber of DOD users or PC S, and covers al
product updates or upgrades based on new versions of
operating systens or new platforns that occur for products
originally provided under this license, during the period of
this license.



Home use: DOD Enpl oyees only may use the anti-virus product
on their own personal conputers at their homes. This is to
reduce incidents of virus infiltration from hone conputers
owned by DOD Enployees where a significant virus
poi nt-of -entry
exi sts. It may not be used by DOD Contractors at their own
home.

Techni cal support (and/or maintenance support): Thi s
includes any or all technical support nornally associated
with or provided with the commercial version of the
product(s), to the Contractor’s commercial nmarket. This
will include a 24 hour-7 day-a-week accessible technical
support hot Iine. The Contractor is only required to
furni sh technical support under this license to the DI SA
ASSI ST staff. In addition, the contractor will agree

to accept technical support calls from DOD Activity
Informati on Security and/or network systens administrators
after coordination with or after being referred to by the
ASSI ST Staff.

Distribution: Software updates, signature updates, system
adm ni strator docunentation, virus |ogging, reporting, as
well as end-user software documentation covered by this
license shall be primarily via contractors comerci al
automatically or manually downl oadable FTP, | NTERNET/ web, or
bulletin board site, by and distributed by DI SA ASSI ST staff
or other mutually agreed-to nethod. In addition, a hard
copy set of software updates and/or virus solutions shall be
furni shed as soon as available in the form of CD ROMSs),
and/or 3 1/2 inch Diskette(s) and shall be shipped via express
mail (or equivalent) to the DI SA ASSI ST staff.

5. Changes: Signatures below constitute the entire agreenent of
this addendum between DI SA and the Contractor. Any or all
changes to this agreenment nust be made in witing by mutual
agreenment of the undersigned or their authorized representatives.

ADDENDUM TO SYMANTEC' S RETAIL LICENSE AND WARRANTY

This Addendum to License and Warranty (the “Addenduni) dated 16
July 1997 shall serve to anend the standard retail package
product License and Warranty (the “Agreenent”) which acconpanies
Symantec’s Antivirus packaged product which will govern the
Symant ec Software Product purchased by the Defense |nformation
Systenms Agency, (“DISA"), pursuant to the GSA Schedul e buy of a
DOD-wi de antivirus software |icense. DISA is the purchasing
agency for the Departnent of Defense (“DOD’). The terns of the



Addendum shall control in the event of arty conflict between the
Agreement and the Addendum

The Agreenent will be anended as foll ows.

L Not wi t hst andi ng anything to the contrary specified in the
Agreenent, Synmantec grants to DOD a nonexcl usive,
nontransferable license to make and use an unlimted nunber of
copi es of the English |anguage versions Oof the Software in object
code formonly, solely for DOD's own internal data processing
uses within the United States (and includes the international
addendum for DOD use overseas). The licenses covered by the
Agreenent and this Addendum are perpetual in nature. Upgrade

I nsurance and Prem unCare Platinum Support (24X7 option, 6
designated persons) will be provided under the terns and
conditions of Symantec’s Upgrade I|nsurance and Prem unCare

Pl ati num agreenents for the term of the Agreenent.

2. Not wi t hst andi ng anything to the contrary specified in the
Agreenent, enployees of DOD who have been provided a copy of the
Software for office use nmay also use a duplicate copy of such
Sof tware under the terns and conditions of the Agreement on their
hone conputers so long as they remain enployed by DOD.

3. DOD conputers will include all conputers owned by the Arny,
Air Force, Navy, Marines, Coast CGuard (in tine of war only),

Def ense agencies, Mlitary Academ es (on-site/canmpus only). DOD
conputers will include contractors working on DOD owned conputers
but not DOD contractors working on their conpany-owned conputers
at their workplace or at their home.

4. The terns of the Agreement and this Addendum shall begin
fromthe date of execution by both parties through Septenber 30,

1998. DOD will have the option to renew the Agreenent for up to
four additional one year periods. The pricing for the Software
will be determined by Stream and DOD for the initial term as well

as the option terns.

5. Thi s Addendum and the Agreenent constitute the entire
under standing of the parties regarding the subject nmatter hereof
and may be nodified or waived only by a witing duly executed on
behal f of both parties. No purchase order, invoice or simlar
menorandum wi || anmend the Agreenent or this Addendum even if
accepted in witing by the receiving party.

Access to the McAfee and Norton AV tools on the ASSI ST BBS, FTP
and Wb servers is restricted to DOD verified personnel only.
Any DCOD conponent that further distributes the DOD |icensed AV
tools electronically nust also verify that recipients are DOD



affiliated personnel. Failure to conply with contract guidelines
will put the distributor in violation of the contract. See

“ASSI ST Informati on Resources” section in the trailer of this
nmessage and ASSI ST 97-1 for additional information about

downl oading files from ASSI ST, and DOD-only restricted access to
AV tools. Pl ease contact ASSIST if you encounter any problens
downl oading files from the ASSI ST BBS, FTP, WbServer systens.

ASSI ST will act as the sole DOD |liaison with MAfee and Norton AV
software, for all matters related to DOD use of the MAfee and
Norton AV tools. Al questions, conments, problens, and
suggestions related to DOD use of the McAfee and Norton AV tools
must be forwarded through the M LDEP representatives |listed bel ow
to ASSI ST, and non-M LDEP DOD personnel nust contact ASSI ST
directly.
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ASSI ST is an element of the Defense Information Systens Agency
(DI SA), dobal Operations and Security Center (GOSC), which
provi des

service to the entire DoD community. Constituents of the DoD wth
guestions about ASSIST or conputer security issues, can contact
ASSI ST

usi ng one of the nethods |isted bel ow. Non- DoD

organi zations/institutions, contact the Forum of Incident Response
and

Security Teans (FIRST) representative. To-obtain a list of FIRST
nmenber organi zations and their constituencies send an email to
docserver@irst.org with an enpty “subject” |ine and a nessage body
containing the line “send first-contacts”.

ASSI ST CONTACT | NFORVATI ON:

E-mail: assist@ssist.ml
Phone: (800) -357-4231 (DSN 327-4700) 24 hour hotline
Fax: (703) 607-4735 (DSN 327-4735) Uncl assified

ASSI ST Bulletins, tools and other security related information are
avail able from

http://ww. assist.ml/

ftp://ftp.assist.ml/

To be added to our nmailing list for ASSIST bulletins, send your
e- mai |
address to:
assi st —request @ssi st. m |
In the subject line, type:
SUBSCRI BE your —enai | —addr ess

OTHER DOD CERT CONTACT | NFORMATI ON:



Air Force CERT Phone: (800) 854-0187 .
Air Force CERT Emmil: afcert@fcert.csap.af.ml

Navy ClI RT Phone: (800) 628-8893
Navy CIRT Email: navcirt@iwc. navy. m |

Arny CERT Phone: (888) 203-6332
Arny CERT Enmil: acert@ulcan. belvoir.arny.m!l

Strat com CERT Phone: (402) 294-1985
Stratcom Emmi | ; stratcert @tratcom af. m |

ASSI ST BULLETI NS:

Back issues of ASSIST bulletins, and other security related
information, are available fromthe ASSI ST BBS at 703-607-4710,
327-4710, and through anonynous FTP from ftp.assist.ml (IP
addr ess

199.211.123.12). Note: ftp.assist.nml wll only accept anonynous
FTP connections from M I net addresses that are registered with the
NIC or DNS. If your systemis not registered, you nust provide your
M LNET I P address to ASSI ST before access can be provided.

ASSI ST uses Pretty Good Privacy (PGP) as the digital

si gnature mechani sm for bulletins. PGP incorporates the
RSAREF(tm) Cryptographic Tool kit under |icense from RSA Data
Security, Inc. A copy of that license is available via anonynous
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DEPARTMENT OF THE NAVY
Office of the Secretary
Washington, DC 20350-1000

SECNAV INSTRUCTION 5211.5D

From: Secretary of the Navy
To: All Ships and Stations

Subj: DEPARTMENT OF THE NAVY
PRIVACY ACT (PA) PROGRAM

Ref:  (a) 5U.S. C. 552a, as amended by the
computer Matching Act of 1988

(b) DOD Directive 5400.11 of
9 Jun 82, DOD Privacy Program
(NOTAL)

(c) DOD Regulation 5400.11-R of
31 Aug 83, “DOD Privacy Act
Program” (NOTAL)

(d) 5 U.S. C. 552 (1988) as amended
by the Freedom of Information
Reform Act of 1986

(e) SECNAVINST 5720.42E, Depart-
ment of the Navy Freedom of
Information Act Program

(f) OPM Regulations and the Federal
Personnel Manual

(g 42 U.S. C. 653, Parent Locator
Service for Enforcement of Child
Support

Encl: (1) Table of Contents

(2) Contents of Record System Notice
and Sample Report on New System
of Records Format

(3) Sample Report on Altered System
of Records Notice and For mat

(4) Contents of an Amended Systems
of Records Notice and Format

(5) Contents of a Deleted Systems of
Records Notice and Format

(6) Special Considerations for Using
and Safeguarding Records in
Computerized Systems of Records

(7) Special Considerations for Safe-
guarding Recordsduring Word
Processing

(8) General Purpose Privacy Act
Statement (OPNAV 521 1/12 (3/92))

(99 DOD Blanket Routine Uses

SECNAVINST 5211.5D
OP-09B30
17 July 1992

(10) Disclosure Accounting Form
(OPNAV 5211/9 (3-92))

(11) List of Exempt Systems

(12) Sample Exemption Rule

(13) Provisions of the PA from Which a
General or Specific Exemption
May Be Claimed

(14) Litigation Status Report

(15) Sample Training Package and
Slides

(16) Instructions for Preparing OPNAV
Form 5211/10, Annual Report -
Privacy Act

(17) Sample Checklist for Conducting
PA Staff Assistance Visits

(18) Computer Matching Guidelines

(19) Text of Privacy Act of 1974 (As
Amended) - 5U.S.C. 552a

1. Purpose

a. To provide Department of the Navy
(DON) poalicies and procedures for:

(1) -Governing the collection, safeguard-
ing, maintenance, use, access, amendment, and
dissemination of personal information kept by
DOS in systems of records;

(2) Notifying individuals if any systems
of records contain a record pertaining to them;

(3) Verifying the identity of individuals
who request their records before the records are
made available to them;

(4) Notifying the public of the existence
and character of each system of records.

(5) Exempting systems of records from
certain requirements of the PA; and

(6) Governing the PA rules of con—
duct for DON personnel, who will be subject
to criminal penalties for noncompliance with
reference (a).
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Public Law 100-235
100th Congress
An Act

To provide for a computer standards program within the National Bureau of Stand-
ards, to provide for Government-wide computer security, and to provide for the
training in security martters of persons who are invoived in thé management
operation, and use of Federal computer systems, and for other purposes.

Be it enacted by the Senate and House of Representatives of the
United States.of America-in Congress assembled,

SECTION 1. SHORT TITLE.
This Act may be cited as the “Computer Security Act of 1987".
SEC.2.PURPOSE. . _

(a) INn GENERAL —The Congress declares that improving the secu-
rity and privacy of sensitive information in Federal computer sys-
tems is in the public interest, and hereby creates a means for
establishing minimum acceptable security practices for such sys-
tems, without limiting the scope of security measures already
planned or in use.

(b) Seectric Purroses.—The purposes of this Act are—

(1) by amending the- Act of March 3, 1901, to assign to the
National Bureau of Standards responsibility for developing
standards and guidelines for Federal computer systems, incluad-
ing responsibility for developing standards and guidelines.
needed to -assure the cost-effective security a:.. privacy of sen-
sitive information in Federal computer systems, arawing on the
technical advice and assistance (including work products) of the
National Security Agency, where appropriate;

(2) to provide for promulgation of such standards and guide-
lines by amending section 111(d) of the Federal Property and
Administrative Services Act of 1949;

(3) to require establishment of security plans by all operators
of Id-'edera.l computer systems that contain sensitive information;
an

{4) to require mandatory periodic trainin %for all persons
involved in management, use, or operation of Federal computer

atinm

systems that contain sensitive information.
SEC. 3. ESTABLISHMENT OF COMPUTER STANDARDS PROGRAM.

The Act of March 3, 1901 (15 US.C. 271-278h), is amended—
(1) in section 2(f), by striking out “and” at the end of para-
graph (18), by striking out the period at the end of paragraph
(19) and inserting in lieu thereof: “; and”, and by inserting after
such ph the following:
“(20) the study of computer systems (as that term is defined in
section ZO{'d) of this Act) and their use to control machinery and

mammorbees,

__ et e v

processes.’”’; .
(2) by redesignating section 20 as section 22, and by inserting
after section 19 the following new sections:
“Sec. 20. (a) The National Bureau of Standards shall—

L SN Ve Ve as -
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“(1) have the mission of developing standards, guidelines, and
associated methods and techniques for computer systems;
“(2) except as described in paragraph (3) of this subsection

(relating to security standards), develop uniform standards and

it Ciaviii W OV wiiswy AL insiad SaV =Sl S
guideli:?a for Federal computer systems, except those systems
excluded by section 2315 of title 10, United States Code, or
section 3502(2) of title 44, United States Code;

“(3) have responsibility within the Federal Government for
developing technical, management, physical, and administra-
tive standards and guidelines for the cost-effective security and

ve stand: 1nc &t
sitive information in Federal computer systems

privacy of sensitive informa
except—

“(A) those systems exciuded by section 2315 of title 10,
United States Code, or section 3502(2) of title 44, United
States Code; and

“(B) those systems which are protected at all times by
procedures established for information which has been
specifically authorized under criteria established by an
Executive order or an Act of Congress to be kept secret in
the interest of national defense or foreign policy,

the primary purpose of which standards and guidelines shall be
to control loss and unauthorized modification or disclosure of
sensitive information in such systems and to prevent computer-
related fraud and misuse;

‘(4) submit standards and ﬁdelines developed pursuant to
paragraphs (2) and (3) of this subsection, along with rec-
ommendations as to the extent to which these should be made
compulsory and. binding, to the Secretary of Commerce for
promulgation under section 111(d) of the Federal Property and
Administrative Services Act of 1949; ) :

“(5) develop guidelines for use by operators of Federal com-
puter systems that contain sensitive information in training
their empioyees in security awareness and accepted security
practice. as required by section 5-of the Computer Security Act
of 1987 ind

‘“(6) sevelop validation procedures for, and evaluate the
effectiveness of, standards and guidelines developed pursuant to
paragraphs (1), (2), and (3) of this subsection through research
and liaison with other government and private agencies.

“(b) Tn fulfilling subsection (a) of this section, the National Bureau
of Standards is authorized— ‘

“(1) to assist the private sector, upon request, in using and

applying the results of the programs and activities under this
section;
‘Y2) to make recommendations, as appropriate, to the
Administrator of General Services on policies and regulations
proposed pursuant to section 111(d) of the Federal Property and
Administrative Services Act of 1949;

“(3) as requested, to provide to operators of Federal computer
systems technical assistance in implementing the standards and
guidelines promulgated pursuant to section 111(d) of the Fed-
eral Property and Administrative Services Act of 1949;
“(4) to assist, as appropriate, the Office of Personnel Manage- Regulatons.
ment in developing regulations pertaining to training, as re-
quired by section 5 of the Computer Security Act of 1987;

Y b -l m—— I M
{5) to perform research and ts conduct studies, as needed. to

determine the nature and extent of the vulnerabilities of, and to
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devise techniques for the cost-effective security and privacy of
sensitive information in Federal computer systems; and

“(6) to coordinate closely with other agencies and offices
(including, but not limited to, the Departments of Defense and
Energy, the National Security Agency, the General Accounting
Office, the Office of Technology Assessment, and the Office of
Management and Budget)—

“(A) to assure maximum use of all existing and planned
programs, materials, studies, and reports relating to com-
puter systems security and privacy, in order to avoid un-
necessary and costly duplication of effort; and _

“(B) to assure, to the maximum extent feasible, that
standards developed pursuant to subsection (a) (3) and ()
are consistent and compatible with standards and proce-
dures developed for the protection of information in Federal
computer systems which is authorized under criteria estab-
lished by Executive order or an Act of Congress to be kept
secret in the interest of national defense or foreign policy.

“(c) For the purposes of—

“(1) developing standards and guidelines for the protection of
sensitive. information in Federal computer systems under
subsections (aX1) and (aX3), and _

‘(2) performing research and conducting studies under
subsection (bX3),

the National Bureau of Standards shall draw upon computer system
technical security guidelines developed by the National Security
Agency to the extent that the National Bureau of £ -andards deter-
mines that such guidelines are consistent with the r :juirements for

protecting sensitive information in Federal computer systems.

ey y 3 1 1
(d) Ae read in t}‘ljs ea.‘-tlen._f_ .

“(1) the term ‘computer system’—

“(A) means any equipment or interconnected system or
subsystems of equipment that is used in the automatic
acquisition, storage, manipulation, management, move-
ment, control, display,  switching, interchange, trans-
mission, or reception, of data or information; and

“(B) includes—

‘(1) computers;

*(ii) ancillary equipment;

“(iii) software, firmware, and similar procedures;

“(iv) services, including support services; and

“(v) related resources as defined by regulations
issued by the Administrator for General Services
pursuant to section 111 of the Federal Property and
Administrative Services Act of 1949;

(2) the term ‘Federal computer system'—

“(A) means a computer system operated by a Federal
agency or by a contractor of a Federal agency or other
organization that processes information (using a computer

et mce ]l Af bla - Y 1
svstem) on behalf of the Federal Government to accomplish

a Federal function; and
“(B) includes automatic data processing equipment as
that term is defined in section 111(aX2) of the Federal
Property and Administrative Services Act of 1949;
*(3) the term ‘operator of a Federal computer system' means a
Federal agency, contractor of a Federal agency, or other
organization that processes information using a& computer
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system on behalf of the Federal Government to accomplish a
Federal function;

“(4) the term ‘sensitive information’ means any information,
the loss, misuse, or unauthorized access to or modification of
which could adversely affect the national interest or the con-
duct of Federal programs, or the tprivacy to which individuals
are entitled under section 352a of title 5, United States Code
(the Privacy Act), but which has not been specifically authorized
under criteria established by an Executive order or an Act of
Congress to be kept secret in the interest of naticnal defense or
foreign policy; an

“(5) the term ‘Federal a}gency’ has the meaning given such
term by section 3(b) of the Federal Property and-Aaministrative
Services Act of 1949. . 15 USC 278g-4.

“Sec. 21. (a) There is hereby established a Computer System
Security and Privacy Advisory Board within the Department of
Commerce. The Secretary of Commerce shall appoint the chairman
of the Board. The Board shall be composed of twelve additional
members appointed by the Secretary of Commerce as follows:

(1) four members from outside the Federal Government who
are eminent in the computer or telecommunications industry,
at least one of whom is representative of small or medium sized
companies in such industries;

*(2) four members from outside the Federal Government who
are eminent in the fields of computer or telecommunications
technology, or related disciplines, but who are not employed by
or representative of a producer of computer or telecommum- -
cations equipment; and

‘“(3) four members from the Federal Government who have
computer systems management experience, including experi-
ence in computer systems security and privacy, at least.one of
whom shall be from the National urity Agency.

“(b) The duties of the Board shall be—

‘(1) to identify emerging managerial, technical, administra-
tive, anc >hysical safeguard issues relative to computer systems
security and privacy;

“(2) to advise the Bureau of Standards and the Secretary of
Commerce on security and privacy issues pertaining to Federal -
computer systems; and -

*(3) to report its findings to the Secretary of Commerce, the Reports.
Direcwor of the Office of Management and Budget, the Director
of the National Security Agency, and the appropriate commit-
tees of the Congress.

“(c) The term of office of each member of the Board shall be four
years, except that— )

(1) of the initial members, three shall be appointed for terms
of one , three shall be appointed for terms of two years,
three s be appointed for terms of three years, and three
shall be appointed for terms of four years; and

“(2) any member appointed to fill a vacancy in the Board shall
serve for the remainder of the term for which his predecessor
was appointed. ,

‘(d) The Board shall not act in the absence of a quorum, which
shall consist of seven members. -

“(e) Members of the Board, other than full-time employees of the
Federal Government, while attending meetings of such committees
or while otherwise performing duties at the request of the Board
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Chairman while away from their homes or a regular place of
business, may be allowed travel expenses in accordance with sub-
chapter I of chapter 57 of title 5, United States Code.

“(f) To provide the staff services necessary to assist the Board in
carrying out its functions, the Board may utilize personnel from the
National Bureau of Standards or any other agency of the Federai
Government with the consent of the head of the agency.

“(g) As used in this section, the terms ‘computer system’ and
‘Federal compuger system’ have the meanings given in section 20(d)

PR ”,
of this Act.”; and

(3) by adding at the end thereof the following new section:
“Sgc. 23. This Act may be cited as the National Bureau of
Standards Act.”. '

SEC. 4. AMENDMENT TO BROOKS ACT. -
Section 111(d) of the Federal Property and Administrative Serv-

ices Act of 1949 (40 U.S.C. 75%d)) is amended to read as follows:

“(dX1) The Secretary of Commerce shall, on the basis of standards
and guidelines developed by the National Bureau of Standards
pursuant to section 2(a) (2) and (3) of the National Bureau of
Standards Act, promulgate standards and guidelines pertaining to
Federal computer systems, making such standards compulsory and
binding to the extent to which the Secretary determines necessary
to improve the efficiency of operation or security and privacy of
Federal computer systems. The President may disapprove or modify
such standards and guidelines if he determines such action to be in
the public interest. The President’s authority to disapprove or
modify such standards and guidelines may not ge delegated. Notice
of such disapproval or modification shail be submitted promptly to
the Committee on Government Operations of the ‘House of Rep-
resentatives and the Committee 6n Governmental Affairs of the
Senate and shall be published promptly in the Federal Register.
Upon receiving notice of such disapproval or modification, the Sec-
retary of Commerce shall immediately rescind or modify such stand-
ards or guidelines as directed by the President. -

*(2) The head of a Federal agency may employ standards for the
cost-effective security and privacy of semsitive information in a
Federal computer system within or urder the supervision of that
agency that are more stringent than the standards promulgated by
the Secretary of Commerce, if such standards contain, at a mini-
mum, the provisions of those applicable standards made compuisory
and binding by the Secretary ot Commerce.

“(3) The standards determined to be compulsory and binding may
be waived by the Secretary of Commerce in writing upon a deter-
mination that compliance would adversely affect the accomplish-
ment of the mission of an operator of a Federal computer system, or
cause a major adverse financial impact on the operator which is not
offset by Government-wide savings. The Secretary may delegate to
the head of one or more Federal agencies aut.hon'? to waive such
standards to the extent to which the Secretary determines such
action to be necessary and desirable to allow for timely and effective
implementation of Federal computer systems stan . The head of
such agency may redelegate such authority only to a senior official
designated pursuant to section 3506(b) of title 44, United States
Code. Notice of each such waiver and delegation shall be transmit-
ted promptly to the Committee on- Government Operations of the
House of Representatives and the Committee on Governmental

RS a8 L=
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Affairs of the Senate and shall be published promptly in the Federal
Register. )

“(4) The Administrator shall revise the Federal information re- Regulations.
sources management regulations (41 CFR ch. 201) to be consistent
with the standards and guidelines promuigated by the Secretary of
Commerce under this subsection.

@Iy Ae nmead in thie cuheartinan the tarme ‘Faederal comnute
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system' and ‘operator of a Federal computer svstern’ have the
meanings given in section 20{d) of the National Bureau of Standards
Act-"'

SEC. 5. FEDERAL COMPUTER SYSTEM SECLURITY TRAINING. ' 40 USC 739 note.

(a) INn GENERAL.—Each Federal agency shall provide for the
mandatory periodic training in computer security awareness and
accepted computer security practice of all employees who are in-
volved with the management, use, or operation of each Federal

computer system within or under the supervision of that agency.

Such training shall be—

(1) provided in accordance with the guidelines developed
pursuant to section 20{ax3) of the National Bureau of Standards
Act (as added by section 3 of this Act), and in accordance with
the regulations issued under subsection (c) of this section for
Federal civilian employees; or

{2) provided by an aiternative training program approved by
the head of that agency on the basis of a determination that the

alternative training program is at least as effective in accom-
nlishine the ohiectives of such guidelines and reculations.

PAICALALIE VALY VNN R ThD Vi OWMLil By ML Tadiite Giis o T Maeinvatss

(b) TRAINING OsJECTIVES.—Training under this section shall be
started - within 60 days after the issuance of the regulations de-
scribed in subsection (c). Such training shall be designed—

(1) to enhance employees’ awareness of the threats to and

" vulnerability of computer systems; and . :

{2) to encourage the use of improved computer security
practices.

{¢) REgULaTIONS.—Within six months after the date of the enact-
ment of th:s Act, the Director of the Office of Personnel Manage-
ment shall issue regulations prescribing the procedures and scope of
the training to be provided Federal civilian employees under subsec-
tion (a) and the manner in which such training is to be carried out.
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SECURITY AND PRIVACY.
(a) IDENTIFICATION OF SYSTEMS THAT CONTAIN SENSITIVE INFORMA-

 Within & mnanthe sfoe tha data Af omoetrean H
TioN.—Within § months after the date of snactment of this Act,

each Federal agency shall identify each Federal computer system,
and system under development, which is within or under the super-
vision of that agency and which contains sensitive information.

(b) SECURITY PLAN.—Within one year after the date of enactment
of this Act, each such agency shall, consistent with the standards,
guidelines, policies, and regulations prescribed pursuant to section
111{d) of the Federal Property and Administrative Services Act of
1949, establish a plan for the security and privacy of each Federal
computer system identified by that agency pursuant to subsection

(a) that 1 1 : 3
(a) that is commensurate with the risk and magnitude of the harm

resulting from the loss, misuse, or unauthorized access to or modi-
fication of the information contained in such system. Copies of each
such plan shall be transmitted to the National Bureau of Standards
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and the National Security Agency for advice and comment. A
summary of such plan shall be included in the agency's five-vear
plan required by section 3505 of title 44, Uruted Stata Code. Suc’x

plan shall be subject to disapproval by the Director of the Office of -

Management and Budget. Such plan shail be revised annually as
necessary.
40 USC 739 note. SEC. 7. DEFINTTIONS.

As used in th1s Act, the terms ‘“computer system', “Federal
computer system’, “operat.or of a Federal computer system’,
“sensitive information”, and “Federal agency’’ have the meanings
given in section 2(d) of the National Bureau of Standards Act (as
added by section 3 of this Act).

40 USC 739 note. SEC. 8. RULES OF CONSTRUCTION OF ACT.
Nothing in this Act, or in any amendment made by this Act, shall

be construed—
(1) to constitute authority tc mth.hold information sought
pursuant to section 552 of title 5, United States Code; or i
Public (2) to authorize any Federal agency to limit, restrict, regulate,
information. or control the collection, maintenance, disclosure, use, transfer,
or sale of any information (regardless of the medium in wmch

the mformauon may be ma.mta.med) that is—

caetcomdaler e N Y o T

U'U pnvat.exy-uwneu information:

(B) disclosable under section 3352 of title 5, Umted States
Code, or other law requiring or authorizing the pubhc
disclosure of information; or

(C) public domain information.

LEGISLATIVE HISTORY—H.R 143:
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